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3 Data Integrity (15 p)

(a) Bonus points: How do we define a secure MAC (message authentication code)? (3 p).
Hint: Give the security game and formal definition.

(b) Describe how raw CBC-MAC works. (2 p).

(c) Show that raw CBC-MAC is insecure. (5 p).

Hint: Describe an existential forgery. Use a security game and a successful strategy of the
attacker. Consider that in the challenge phase, a message with length two blocks is used.

(d) How may we avoid the security problem in raw CBC-MAC? Describe a solution. (2 p).

(e) Give three advantages of digital signatures in comparison to MACs. (3 p)

4 Cryptographic Protocols (13 p)

1. Let p,q two large prime numbers such that N = p-q. Let s € Zy such that gcd(s,N) =1
and it holds v = s> (mod N). Peggy (the prover) and Victor (the verifier) run the following
zero-knowledge protocol:

Verifier (Victor) ¥ Prover (Peggy) P

(N,v) (N,s,v)
s secret key
pick a random
re{1,2,...,N—1}

pickarandom ¢+—+—— w=r? (mod N)
ce{0,1} — compute
check =  z=rs¢ (mod N)

72 =w* (mod N)

(a) What is the probability that a fake Peggy (not having the secret s) to be identified correctly.
Justify your answer and explain how we may decrease the success probability of a fake

Peggy. (1 p).

(b) Can Victor transfer his knowledge, that indeed Peggy has the secret x, to someone else?
Explain why. (2 p).

(c) Consider that an attacker (who does not have access to the secret key) can always predict
Victor’s challenge. Describe how the attacker may always successfully pass the protocol.
Gp-

2. Consider that we have three parties Py, P;, P3 and each of them has a secret valuea =1, b =2

and ¢ = 3 correspondingly. We are using the secure multi party computation (SMPC) protocol

for addition (that we have seen in the lectures) based on Shamir’s Secret Sharing Scheme with
t=1

(a) Show how P;,P; and P; can compute the sum ¢ = a+ b+ ¢, without disclosing the values
a,bandc. (4p)

Hint: Describe how Py, P, and P create their shares and distribute them and how finally the
sum is computed.

(b) Consider that P decides not to collaborate with P; and P,. Can P; and P, still compute the
sum ¢? If yes, justify why and show how. (3 p)



