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Instructions

* Please answer in English, if possible,
If you have very big difficulty with that, though, you may answer in Swedish.

* Do not forget to write your personal number and if you are a GU or CTH
student and at which "linje".

» Please start answering each assignment on a new page; number the pages and use
only one side of each sheet of paper.

* Please write in a tidy manner and explain (briefly) your answers.

e Students must not write their personal number on the answer sheets since the exam
1s anonymous; they shall write that only on the name slip area that they will seal.

LYCKA TILL !!!!



1. 15 marks

[

(S

) Reliable Broadcast, ii) FIFO Broadcast ang i)

the speciﬁcation of the 1

(a) Define 5 '
Causal Broadcast. ment respectively the three different types of

: imple

hms that 1mp : g .

ce algorit Love in an asynchronous system, with process crash fajlypeg.
0

(b) Describe thr
tion complexity of your FIFO Broadcast Algorithy,?

Broadcast mentioned a

(c) What s the time and communica

Provide a complexity proof.

. 10 marks

Describe an algorl . :
the network can use the existence ot suc

to all nodes of the network?

thm that computes a spanning tree of a network G(V, E). How a node of
h a spanning tree in order to broadcast informatigy

. 10 marks
Describe the differences between the three-phase commit protocol and the two-phase com-

mit protocol. Draw the three-phase commit protocol as a state machine where you alsg
describe the behavior of the protocol when time-outs are triggered and processes are

recovered after crashing.

. 10 marks
Describe the two generals problem. Can you find a solution to the problem? If yes
describe your solution and provide a proof of its time and communication complexity. If
not provide a proof that the problem is not solvable.

. 15 marks

a) Eric wants to build a replicated storage system. In his system there is only one client.
The client performs just one storage operation (read or write) at a time, waiting for each
operation to complete before starting the next. Eric wants availability, even in the case
of one server failure. Because of that he decides to store the data on two servers. Eric
Wj;lrts to ensure th:?mt th.e d.ata on the two servers stay identical all the time. In order to
guarantee that he is thinking making the writes at the two servers atomic using three-

phase commit, to ensure both-or i :
; -or-nothing be : . : ;
acts as the transaction coording B on Ty design he has in mind, the client

Fhree-phase commit protocol. i
in the lectures, FEric thinks a
three-phase commit is funda

eout recovery scheme explained
.1 16?’ and eventually realizes that
iding availability via replication.

first and then lazily propa,

are also perf,
: at Orm
What is the availability o ed on the

next
hat he can 4 Server. Each

chieve? Eric wap quest uses a unique i

8 to forma.liZﬂ A snnatcteniCy



properties of the replication system i

N case where th
onsistent? Is it a linearizable one?
c

Please explain yo
c) Eric decides to change his design ang

strong consistency and availability. Wt

ere are no failures. Is it sequential
ur answer.

USes now nine replicas and quorums to ensure

at are the constraints on the sizes of rea@ and
ite quorums? What is the availability that he can achieve? Give an examPIe of quorﬁz
proves involving a write, two reads, then a write. Eric wants to form‘?'llze f-he - able
Procesls:rr;ierties of the replication system. Is it sequential consistent? Is it a linearizable
f)i:??yPlease explain why?
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1. 10 marks

al Consistency,

: th
orrectly with linearizahj at would operate correctly with

1ty. (Briefly explain your answer.)

nkg each for an application, paying
Jot et ake about the ugers’ behaviour. As

pload videos and allowin
| g anybody to down-
omments on videos are not supported.) o it

e a multi-user game, the players move fi
the game is replicated at the players’
through projectiles at one another. an
for a limited time. (Application :

gures around a common scene. The state of
workstation and a server. The figures may
) d a hit debilitates the unfortunate recipient
IL is from Chapter 18th of the course Book.)

2. 10 marks

a) What are FIFO ordering, causal ordering and total ordering guarantees of replica
managers? How are they related to each other?

b) Compare the causal ordering property with the following property: “if a replica manager
processes message mj and ms, and mq — mg, then the replica manager must process my
before ms."

3. 10 marks

a) Eric wants to build a replicated storage system. In his system there is only one client.
The client performs just one storage operation (read or write) at 2 t;ime, wai.ting for each
operation to complete before starting the next. Eric wants availability even in thg case of
one server failure. Because of that he decides to store the data on two servers. Eric wants
to ensure that the data on the two servers stay identical all the ‘time‘. In orderhto guaran.t.ete
that he is thinking making the W-rites at the two ser};vef atf)mrfi §;1n§h2»2?i§nt32i tzoral;ntl; é
sl behal",loi,- Inutl.;geeieezlgtz aewr?:elgs desc’ribed in the two-phase
: i WO
Zf)?;lfjiit;)::)t(:)(:;(z)li(,h%iteoz-ysf;lri flslzg the timeout recovery schenge ex;;llatintedoi-n }:Zilt;t;is?t
ic thi is design for a while, and eventua'lly rea:hze's that two-p 'Ll-, o

Erxl“c t(lil e atlbl(iutng’zlssuited to providing availability via replication. Please explain why.
is fundamentally

b) Eric decides to change.his design a il
consistency and availability. er.lat a}: t hé L v
quorums? What is the availability tha v

: hen a write.
processing involving a write, two reads, {

nd use nine replicas and quorums to ensure Stro‘ng
‘ aints on the sizes of read and write
(live an example of quorum




4. 10 marks

A distributed conference application provides

conference has a replica of th i ard. E
2 e whiteboard that i - Bach member of
closed process group. oard that is managed by a specific member c:fh :

a shared whiteho

Describe an approach that uses the al

; orith :
exclusive access to the whiteboard & m by Choy and Singh to achieve mutually

rio 4
group. » PHIOT to propagation of the updates to the whole
If the number of members of the i
group is n i - :
P B e P 18 n, what is the time complexity of the scheme,
5. 5 marks

Describe an algorithm that solves consensus in a synchronous system where up to f of the

n processes exh'%bit crash failures, assume the existence of a reliable multicast protocol
What is is the time complexity of the algorithm. .

6. 10 marks

The flooding algorithm is a straight forward reliable broadcast algorithm. The initiator
sends to all its neighbors a message of kind broadcast. When a process receives message
broadcast for the first time, it sends to all other adjacent processes further broadcast
messages.

a) What are the properties of reliable broadcast.

b) What is the Time and Message Complexity of the algorithm in fault-free asynchronous
executions?

c¢) What is the Time and Message Complexity of the algorithm in an asynchronous exe-
cution in the presence of crash faults? (No partitions.)

Please provide brief complexity analysis.

7. 5 marks

Consider it as given that there is : :
processes, from which 1 of them faulty. Using this p
for a system with 7 = 3 processe

no Byzantine agreement protocol for a system wit}} 3
roof prove that there is no Byzantine

s, from which f are faulty, if n < 3f.

agreement protocol
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 Instructions

e Please answer in English, if possible.
If you have very big difficulty with that, though, you may answer in Swedish.

e Do not forget to write your personal number and if you are a GU or CTH
student and at which "linje"

o Please start answering each assignment on a

~ only one side of each sheet of paper.

anner and explain (briefly) your answers.
wer sheets since the exam

that they will seal.

new page; number the pages and use

lease write in a tidy m
e their personal number on the ans

lents must not writ :
y on the name slip area

mous; they shall write that onl



1. 10 marks ble. totally ordered multicast in a synchronous System, using
. aplie, u J

b j .
o B8 lution to the consensus problem.

& e
Construct a SO
icast ¢ a so

. reliable multicast and a

5 mi rks ' ;

& ‘ reement be reached for 8 generals, with 3 of them faulty?

’ - a . |

a) Can B}zantl'ne ireement be reached for 8 generals, with 3 of them faulty, if the
Byzantine a

(b) Can : : y
senerals digitally sign their messages!
o

3. 8 marks |
A three-phase commit protocol has the following parts

Phase 1: is the same as the two-phase commit.

Phase 2: the coordinator collects the votes and makes a decision; if it is N
and informs participants hat voted Yes, if the decision is Yes, it sends a precommit
request to all participants. Participants that voted Yes wait for a precommit or

doAbord request. They acknowledge precommit requests and carry out doAbort

0, it aborts

requests.

Phase 3: the coordinator collects the acknowledgements When all are received, it com-
mits and sends a do commit to he participants. Participants wait for a doCommit
request. When it arrives they Commit.

Explain how this protocol avoids delay to participants during their "uncertain" period
due to the failure of the coordinator or other participants. Assume that communication
does not fail.

- 10 marks

:\ p;ocessor P is part of a network G(V, E). p believes that processor @ is also connected
n‘;t; eﬂ:letwork_ 'Descnbe a protocol that P together with the other processors of the
& e oy g0 @ or to find that @Q is not part of the network. Prove the

- 15 marks

Give 3 solution t
algorithm,

- 12 marks .

o the dinp; ;
e dinning philosophersg problem. Prove the time complexity of the

icati with thy L |
the replication System are descat €e replicas ig used for replication. The parameters of

i . bed i :
“)‘[) :h;r ':!;nte latency, lii) the bloc izg ?rzgzs(.)ll.{com?g table. Calculate: i) the read latency,
ite, Hity of a read anq iv) the blocking pr o
: KIng probability
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Instructions

e Please answer in English, if possible. :
If you have very big difficulty with that, though, you may answer in Swedish.

Do not forget to write your personal number and if you are a GU or CTH
student and at which "linje"

e Please start answering each assignment on a new page; number the pages and use
only one side of each sheet of paper.

e Please write in a tidy manner and explain (briefly) your answers.

e Students must not write their personal number on the answer sheets since the exam
is anonymous; they shall write that only on the name slip area that they will seal.

LYCKA TILL !!!!



00 markg

Two Processes, A
that your system c
A and B.

and B, both share a concurrent stack, (i
an give tq concurrent, accesses to the

A invokes » push(5), A successfully finishes the push(5) operatiop, B;

Operation, B s‘u(:ccassful}y finishes the push(6) Opeartion, A Invokeg , pOVOkesapmh(6J
Successfully finishes the POP operation that returns 5. P Opefation’ 4

(a) Is the execution linearizahle?
an explanation for that.

(b) Give the definitions of lincarizability and sequential consistency, X
ence between ]inearizabi]ity and sequential consistency:.

Is the execution sequential Consistengs
Case Provide

2. 10 marks

Assume that your system provides g reliable, totally ordered (atomic) '
replication scheme based on the state machine approach that quarantees that y))
g0 exactly through the same sate transitions, Implement 3
Queue on top of this replication scheme.

Teplicag
highly availiable concurrent

3. 15 marks

(a) Which type of faults are called Byzantine faults?

(b) Prove that it is impossible to reach agreement in a system with three processes if
one of them is Byzantine faulty.

(c) How can the above proof be generalised for a System with n processes?

(d) Is it possible to reach agreement in a system with three processes if one of them s
Byzantine faulty by using authentication (unforgeable signatures)? If your answer is
yes, describe an algorithm. If your answer is no give a proof to support it.

L
"
4, 5 marks o
- : i t and iii) Causal
Define the specification of the i) Reliable Broadcast, ii) FIFO Broadcas
Broadcast.
-
. 10 marks . . E). How nodes '@
5 i algorithm that computes a spanning tr(?e of a ngtw011k Cigﬂorzorm S et
B ean o use the existence of such a spanning tree in O_r( ol L p ‘ constraints?
b netwocrik CElmt'on to be used on wireless sensor networks with battery const
Is this a good soluti -
~—

. . P N o qe \
| Vs dinning philosophers problem the following solution has been proposec
For solving the dinnin SOJ

% . - ey i § she } o fj

t from philoshopher Py seek their right fork first. Philoshopher Py
All philosophers excep
seek her left fork first.



Does this solution solve the &i'!ming mhﬂﬁﬁiuﬁ]&m
a proof and an analysis of the time complexity
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e Please answer in English, if possible.
If you have very big difficulty with that, though, you may answer in Swedish.

e Do not forget to write your personal number and if you are a GU or CTH
student and at which "linje"

e Please start answering each assignment on a new page, number the pages and use
only one side of each sheet of paper.

e Please write in a tidy manner and explain (briefly) your answers.

their personal number on the answer sheets since the exam

e Students must not write | ‘
that only on the name slip area that they will seal.

is anonymous; they shall write
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. ial consistent but not, linearizabl j
1. 10 marks execution that is sequential . z
Give an example of an € e equential consistent.

e

Show that every linearizabl

9. 10 marks
Give a specification ofa
to implement 1t using a

te machine replication abstraction and an underlying algorithy,
state m

total order broadcast abstraction.

3. 5 marks der broadcast deterministically in asynchronoyg f
: . implement a total order
Is it possible to 1mp

systems with message loses?
Provide an algorithm or an impossibility proof.

.
4. 10 marks e L
What are the properties that a causal broadcast must satisfy?
Compare the causal broadcast property with the following property: “if a process delivers
messages m; and mg, and m; — my, then the process must deliver m; before my."
3. 10 marks
The flooding algorithm is a a straight forward broadcasting algorithm. The Initiator
sends to all its neighbors a message of kind broadcast. When a Process receives message
g g g
broadcast for the first time it sends to all other adjacent processes further broadcast
messages
aVzh;lat is the Time and Message Complexity of the algorithm? Please provide a complexity
ysis
6. 10 marks
The algorithm by Choy and Singh uses two D r
s e 0orways. The Asynchronous and the Syn- ;

’threﬁ generals, if the generals digitally




